YEPHACHKHI AEPHABHHIA HAXOBHH

bISHEC-KONEAHK
PIK 3ACHVBAHHA - 1966

BinaineHHs 6akanaBpCbKOi NiAroTOBKK

Kadbenpa iHopMaLinHuX, MynbTUMELINHNX TEXHOMOTIN
Ta AnsanHy

CUNABYC

BasoBa iHchopmauisa npo agucumnniHy

Ha3Ba qpucoumiinmn

CE029 / lndposa Oe3neka / Digital Security

PiBenn ¢axoBoi nepeaBuinoi
oCBiTH

daxoBuii MOJIOAMINN OakaaBp

I'any3b 3HaHB

D «bi3nec, anMiHICTpyBaHHS Ta IPABO»
07 «YpaBiiHHS Ta aIMIHICTPYBaHHS

CrneuiajpHicTh

D1 O6mik i oroiaTKyBaHHS
071 «OO6JiK 1 OTTOJATKYBaHHSI

OcgiTHs nporpama

OO6mik 1 OrTOIaTKyBaHHS

Cemectp

4 cemectp (2 xkypc 9 ki1.), 2 cemectp (1 kypc 11 ki)

Kypc

1 kypc (Ha 6a31 MOBHOI 3arajibHOI CEPEIHbOI OCBITH)
2 kypc (Ha 6a3i 6a30B0Oi CepeTHBOI OCBITH)

AHoTaNis Kypcy

HaByanpHa gucuuiiiHa 30cepe/keHa Ha  BUBYEHHI
CKIIQIOBUX IU(POBOI Oe3meku Ta 3axucTy iHdopmarii, a
TakoXK 1X kiacu@ikamii Ta XxapakTepucTuku. B mporeci
BUBYCHHSI KYpCY CTYIEHTH O3HAHOMIISTHCA 3 CyYaCHHUMH
MPOrpaMHO-TEXHIYHUMHU 3aco0aMu 3a0e3nedeHHs UGpoBoOi
Oe3reKkn; HaBYaThCS BHSABISTH OCHOBHI 3arpo3u IU(POBOL
Oe3meku, aHami3yBaTH 1  BHUKOPUCTOBYBATH  THIIOBI
kpunrorpadiuni 3acodbu Ta MeTonu 3axucty indopmarii, y
TOMY YHCH1 €JIeKTPOHHUHN HU(POBUI MiANNC, aHTUBIPYCHUI
3aXHCT.

Cropinka kypcy B MOODLE

http://78.137.2.119:2929/course/view.php?id=791

MogBa BUKJIaJaHHSA

YKpaiHChKa

JIekTOp KYpCy

bpeyc P.B., Buknagau
kaHamu komyHikanii: CIIH «Moodle»: moBinomieHHs B 4ati
E-mail: breus.roksolana@gmail.com

Micue qucHMIUIIHM B OCBITHIN nporpami

OciTHBO-IpOeciiiHa mporpama

http://csbc.edu.ua/documents/otdel/obl25.pdf
http://csbc.edu.ua/documents/otdel/obl24.pdf

Iepeuik 3arajgbHux
kommneteHTHoOcTel (3K)

3K 5. 3parHicTh 10 TONIIyKY, OOpOOJICHHS Ta aHali3y
iHpopMarii.

3K 6. 3parHicTh 3acTOCOBYBaTM 3HAaHHA Yy HPaKTUYHUX
CUTYaIifX.

3K 8. 3naTHicTh BUKOPUCTOBYBATH 1HGOPMAIIIHI CUCTEMH Ta
KOMYHIKaLlii{HI TEXHOJIOTIi.

Iepestik cnieniajbHUX
kommnereHTHocTel (CK)

Ilepenik nporpamuux
pe3yJbTATiB HABYAHHS

PH 12. 3acrocoByBatu crenianizoBani iH(opMaliiiHi cucremu i
KOMIT’ FOT€pPHI TEXHOJIOTI JJ1s1 pO3B’sI3aHHs 3a/1a4 3 00POOKHU JaHUX
y chepi mpodeciiHOl iSITHHOCTI.

PH 16. Bmitu mpamtoBatu caMOCTiHO 1 B KOMaH/i, HECTH
npodeciiHy BIANOBIAATIBHICTh 3a  pe3yibTaTd poOOTH,



http://78.137.2.119:2929/course/view.php?id=791
mailto:breus.roksolana@gmail.com
http://csbc.edu.ua/documents/otdel/obl25.pdf
http://csbc.edu.ua/documents/otdel/obl24.pdf

JOTPUMYBATHUCS HOPM Ta CTaHAAPTIB MpodeciitHOi eTUKH ATt
JIOCSITHEHHSI CIIUIBHOT METH.

Onuc IMCUHUILTIHA

CTpyKTypa HABAHTAKEHHS HA
CTY/JeHTa

3aranbHa KUIBKICTE ToguH — 90

Kinbkicth kpenutiB — 3 KiabKicTh JIKIIHHUX ToauH — 14
KinbKicTh NpakTHYHHUX 3aHATH — 16

KinbkicTh rouH 1151 caMoCTiiHOT pob6oTH cTyneHTiB — 60
dopma miICyMKOBOTO KOHTPOJIIO — TU(EPEHIIMHNIN 3aITiK

Metoan HABYAHHSA

Posnosinp, Ilosichenns, becima, Incrpykrax, Jluckycis,
[Tpaktuyna poGora, [Ipobni BupaBu, TBopui BnpaBu, YcHI
BIIpaBH, [IpakTH4HI BIIPaBH.

3MicT IMCHMILTIHA

Tema 1. Beryn 10 AUCUMILTIHA
uudgpona Oe3nexa.

Beryn no mudpoBoi 6e3nexku. OcHOBHI 3arpo3u UQpoOBiid
oesmeni. [Tpunmunu Oesnexkn B mudpoBOMY CepeOBHIII.
Inctpymentu Ta Metoau 3axucty. besneka B IHTepHeri Ta
coliaTbHUX Mepexkax. besneka MOOITbHUX MPUCTPOIB.

Tema 2. OcHOBHI 3arpo3u aJist
0e3nexu indgopmaiii Ta ciocoou
IXHBHOI'0 MOJ0JAHHA.

OcCHOBHI MOHATTSA Ta BU3HAueHHs. Tumum 3arpo3 Oe3neku
inpopmamii. Knacudikaris 3arpo3 3a MeToJamMH BIUIMBY.
HIkigmuBi nporpamMu Ta ix BUAU. 3arpo3u Yepe3 JIIOJCHKHIMA
dakTop. 3arpo3u ans KOH(]INEHIIHHOCTI, IUTICHOCTI Ta
noctynHocTi  iHpopMarii. 3axuct Bix 3arpo3 Oe3mexku
iH(popmarii.

Tema 3. Meroamn ayrenTudikamii
TAa YNPaBJIiHHA J0CTYIIOM /10
iHopManiiiHuX cucTem.

OcHOBHI TIOHATTI Ta Bu3HaueHHd. OCHOBHI METOIU
ayrentudikamii. Turm ynpapniaHas goctynom. [IpuHImMNM
MiHIMaJbHUX TpHUBLUIEIB Ta  HEOOXiAHOTO  JOCTYILY.
Texnonorii ayreHTudIKaIlii Ta ynpaBIiHHS JOCTYIIOM.

Tema 4. Oco0MBOCTI 0€3IEYHOI0
30epiraHHs J1aHUX.

OcHOBHI TOHATTS Ta BU3Ha4YeHHsA. Meroau 30epiraHHs
nanux. [lludpyBanusa manux sk meron 3axucty. KoHTpoib
JOCTYITy 10 JaHUX. Pe3epBHE KOIMIIOBAHHSA JaHUX. 3aXHUCT
JMaHuX BiA (Pi3WYHMUX 3arpo3. BUKopuCTaHHS TEXHOMOTIN TS
3aXUCTYy JaHUX. BUKOPUCTAHHS TEXHOJOTIH JUISI 3aXUCTY
JAHUX.

Tema 5. 3a0e3neuyeHus 0e3neKu B
KOMIT'IOTEPHUX MepeKax.

OCHOBHI TOHATTS Ta BU3HAUEHHA. THIHK 3arpo3 B Mepexax.
Mexanizmu 3axucty Mepex. lludpyBanHs Ta 3axuct
nepefaBaHHs JgaHuX. KOHTpoOab J0CTymy B Mepexkax.
besneka B 6€31pOTOBUX MEpexKax.

Tema 6. CouianbHa iH/KeHepis Ta
NpaBuJIa 0e3NMeYHOro
BHKOPHUCTAHHS COLATbHUX
MepexK.

OcHOBHI MOHATTA Ta BHU3HAuYeHHA. MeToau cColllanbLHOI
iHkeHepii. MeToaM 3axuCTy BiJ] COLaJbHOI 1HXKEHepil.
[IpaBusia 6e3m€YHOr0 BUKOPHUCTAHHS COIIAJIBHUX MEPEK.
OcHoBu 6e3mekH MpH MyOiKalisfaX y COLialIbHUX Mepexax.
Pusnkn BUKOpPHCTaHHS COIIAIBHUX MEPEX U KOMITaHii Ta
opranizanid. [HCTpyMeHTH Ta TEXHOJIOTii AN 3axXUCTy Yy
COLIIAJIbHUX MEPEeXKax.

Tema 7. be3nexka nporpamMHoOro
3a0e3ne4eHHs Ta pe3epBHe
KONIIOBAHHS i BiTHOBJICHHS
AAHUX.

OcHoBHI TOHATTS Ta BU3HadeHHsI. OCHOBU Oe3neKu
mporpamMHOro 3abe3nedeHHs. Pe3epBHE KOIMIIOBaHHS JaHUX.
BinnoBnenns manux. [HTerpamist Oe3mekd MPOTPamMHOTO
3a0€3MevYeHHsT Ta PE3EPBHOTO KOMIIOBaHHS. YTPaBIiHHSA
pPU3MKAMHU Ta HAMKpaIlll TPaKTHKH.




Tema 8. HoBi HanpsAMKH B raJy3i
nu(ppoBoi Oe3nexu.

OCHOBHI TOHSATTS Ta BH3HAYCHHA. [HTerpailis MTYyYHOTO
IHTENIEKTy Ta MAIIMHHOTO HaBYaHHS. 3aXHCT JaHHUX Y
XMapHUX CepeloBUIIaxX. 3arpo3a Kibep3IouYnHHOCTI Ta HOBI
BUIN aTax. biomerpuuna ayTeHTH KAl Ta
OaratoakTopHa ayreHTHdIKAIisS. 3aXHCT MEPCOHATHHUX
naHux Ta BignoBigHicTe perinamentam (GDPR, CCPA).
Iarepuer peueii (IoT) ta fioro He3meka.

IToaiTnka TMCOUMILTIHA

MoniTuka BiaBixyBaHHS

Perynspue BinBiayBaHHS BCiX BUIB 3aHAThH, CBOEUYACHICTD
BUKOHAHHS CaMOCTIHHOT poOOTH.

3a  00’€KTHMBHMX TIPUYMH CTYACHT MOXE OTPUMATH
iHMBigyanpbHUNA Trpadik HaBYAHHS 3a TOTOKEHHIM i3
KepIBHUKOM Kypcy, 3aBimyBaueM I[K Ta 3aBigyBauem
BIJITIJICHHS.

IToaiTnka noao aea1aHiB Ta
nepeckJagaHHs

PoGotn, sKi 3marOThCA 13 TOPYIICHHSAM TEpMiHIB 0e3
MOBKHUX TPUYHH, OIIIHIOIOTHCS HA HIDKIY OIIIHKY.

AxkanemiuHa 100povecHicTh

Y  BUmaAKy HEJOTPUMAHHS  IOJITHKH  aKaJeMidyHOL
nobpouecHocTi  (mariaT, — camoruiariat,  (aOpukarris,
danbcudikailis, CHUCyBaHHsA, OOMaH, XaOapHUIITBO)
nepe0aYeHo MOBTOPHE MPOXOJKCHHS OLlIHIOBAHHSI.

Buxopucranns I

Bukopucranns Il mig d9ac BHKOHAaHHS  3aBIaHb
pernamentyetbess [lomitukoro «Bukopucranus Il B
ociTHROMY Tiporieci YIBK» 3aBnaHHsS MarOTh MapKyBaHHS
pernameHTy Bukopuctanus 1.

incymkoBHii KOHTPOJIb

JudepeHmiifauii 3amik y KiHIII ceMecTpy 3a pe3yJbTaTaMu
MOTOYHOI ycmimHocTi (y Gopmi miICyMKOBOTO MOAYJIBHOTO
KOHTPOJIIO).




BisyanbHi iHgnKaTopu BUKopuUcTaHHA LI
B OCBiTHbOMY npoueci UABK: 2025

I 4 * LI mae 6yTy BUKOPUCTAHUI ANA CTBOPEHHSA pe3ynbTarTis, i
:Q; BukopuctaHHsa LI CTYAIEHT NOBUHEH NOBIAOMUTMN, K CaMe 10ro BUKOPUCTaB.
BMMAara€erbcs * HeBukopucTaHHsa LI BNAUHe Ha OLiHIOBaHHA

* Pe3ynbtart mae 6yTu cTBopeHuii 6e3 gonomoru LUI, cTygeHT

Ma€ BUKOPMCTOBYBaTU NULLE BNAACHI 3HAHHA Ta HABUYKN.
3abopoHeHOo * BukopuctaHHs LI 6yae po3uiHeHO AK akageMidHa
Hepao6poYecHicTb.

BukopucranHsa LWI

* LI Moxe 6TV BUKOPUCTAHWIA NPU CTBOPEHHI
Mpo BuKopucTaHHA LI pe3ynbTarTiB, CTyAeHT 3060B'A3aHMIA NOBIAOMMUTM Npo

noBigOMASETLCS /A0ro BUKOPUCTaHHS. .
* HeposkpuTTs BUKopuMcTaHHA LI po3uiHIOETbCA AK

LaxpaiicTBo, @ BUKOPMCTaHHA LI MoXXe BNAINHYTU Ha

OUiHOBaHHA
LUl |

BukopuctaHHs LI e LUI mox<e 6yTW BiNbHO BUKOPUCTaHUIA ANA CTBOPEHHSA
pe3ynbrartiB, 6e3 060B'A3KOBOro NOBIAOMNEHHSA
* BukopucraHHs LI He BNAVBAE Ha OLiHIOBaHHA

AO03BOJIEHO




CucremMa OUiHIOBaHHS
Cucrema OIIHIOBaHHS MiCYMKOBOT YCIIITHOCTI CTYACHTIB MOIUTSETHCS HA MOTOYHUI KOHTPOJIb
Ta CeMEeCTPOBHIT KOHTPOJIb.
IloTo4HHUIT KOHTPOJIb 3/1IHCHIOETHCS IPOTATOM CEMECTPY 1 OXOILTIOE BC1 BUJU ayAUTOPHOT pOOOTH
(mpakTHYHI 3aHATTSA) Ta BUKOHAHHS 1HIWBIyalbHUX 3aBlaHb. MakcUMalibHa KUTBKICTh OaliB, SIKY
CTYJICHT MO¢e HaOpaTH 3a 1el BUI KOHTPOJIIO, CTaHOBHUTH 100.
MincymkoBHii KOHTPOJIb
BinOyBaerbes y hopmi qudepeniiiitnoro 3aiiky (y Gopmi miacyMKOBOTO MOAYJILHOTO KOHTPOJIIO)
Po3paxyHok miicyMKoBOi OlliHKH
[TincymkoBa oOIliHKa 0a3yeThCs BHKJIIOYHO Ha OajaxX, HAKOMHYECHHX MPOTAToM cemectpy (S).
Barosuii koeilieHT y IbOMY BUMNaIKy CTAHOBUTH 1.
®dopmyna: O=Sx1

Buau HaB4aibHOI podoTH 3arajibHa KJILKICTEL 0aJ1iB
YcHi Bignosiai 3a Temamu 1o 3 Gaiis 24
[TpakTuyna poboTa 3a Temamu | 1o 6 Gaiis 24
MoaybHi KOHTPOJIBHI po0oTH (2 K.p. 1o 10 6artiB) 20
TecryBanns (2 TectyBaHHs 110 6 OaiB) 12
InauBinyanpHa camocTiiiHa poboTa (IPOEKT) 20
Pazom 100

Kpurepii oniHOBaHHSA 1JIs1 KOKHOT0 BU1Y HABYAJIbHOL
Kpurepii oniinroBanHA ycHUX Bianosijeii:
3 6. — CTyneHT BiMOBIB HA BCI MUTAHHS MIPABHIBLHO
2 0. — CTynmeHT BiAIMOBIB JHIIe HA AEKLIbKA BiIMOBIIeH MPaBUIHHO.
1 6. — CTyeHT BiIMOBIB MPABUIIBHO JIUIIIC HA OJIHE 3alUTaHHS.
0 6. — CTyeHT He 3MIT BiAMIOBICTH Ha JKOJHE 3allUTaHHI.
KpuTepii npakTuunux poodit
6 6. — CTy#eHT BUKOHAB BCi 3aBJIaHHS MPAKTUYHOI pOOOTH 0€3 IOMHJIIOK, a TAKOX MPaBUIbHO 0()OPMUB 3BIT.
5 0. — CTyleHT BUKOHAB BCi 3aBJIaHHS MPAKTHYHOI pOOOTH, aje JOMyCTHBCS HOMUIOK B OOPMIICHHI 3BITY.
4 6. — CryneHT BUKOHAB BCi 3aBIaHHS NPAKTHYHOI poOOTH, aje JOMYyCTHUBCS MOMUWIKHA B OJHOMY 3 HHX.
3 6. — CTyz#eHT BUKOHAB BCi 3aBJaHHS HPAaKTHUYHOI poOOTH, ajie JOITyCTUBCS IMOMUIIKH B JIBOX 3 HHX Ta €
HEJIOJNIIKK B O(OPMIICHHI 3BITY.
2 6. — CTyleHT BUKOHAB JIMIIIE YaCTHUHY 3aBJIaHb NPAKTHYHOI pOOOTH, aje Ma€e MOMUIIKHM NPH BUKOHAHHI, a
TaKOX € HeJIOJIIKA B OOPMIIEHHI 3BITY.
1 6. — CryneHT HaMaraBcsi BUKOHATH MPAaKTUUHY poOOTY, ajie B 3aBJIaHHAX € MOMHUIIKH Ta 3BIT 0opMIIEHO
HEBIpPHO.
0 6. — CTYZEHT HEe BUKOHAB NIPAKTHYHOT pOOOTH Ta HE 34aB 3BIT.
KpuTepii oninroBaHHsI MOAYJILHUX POGIT
10 6. — BUKOHaHO Bci 5 3aBJaHb 6€3 MOMWIIOK, BiJNIOBi/I MMOBHI i OOTPYyHTOBaHI.
9 6. — BUKOHaHO MailKe BCi 3aBAaHH, JOMYIIEHO JEKIIbKa HE3HAYHUX TOMUJIOK.
8 0. — BUKOHAHO OLIBITY KUTBKICTh 3aBJjaHb, aJI€ € OKPEMi IIOMWIIKH Ta HEJIOPEYHOCT Y BiATIOBIISX.
7 6. — BUKOHAHO TPH 3aBJaHHs, aji¢ 3 IOMITHUMH ITOMIJIKAMHU.
6 0. — BUKOHAHO JIBa 3aBJSIHHS TIOBHICTIO Ta MOJIOBUHY TPETHOTO, ajie YaCTHHA 3 HUX M€ MOMUJIKH.
5 6. — BUKOHAHO JBa 3aBJaHHS, ajle IPOJEMOHCTPOBAHO PO3YMiHHS OCHOBHOI'O MaTepiaiy.
4 0. — BUKOHAHO JIesIKi 3aBAaHHs IPABUILHO, aJie OUIBIIICTD 3 MOMHIKAMHU.
3 6. —poboTa Mae nuIIe JIesKi PaBIIIBHI €IEeMEHTH Y BIIMIOBIISX.
2 0. — BUKOHaHO MiHIMaIILHUI 00CST 3aBJaHb, 3HaHHS 0€3 MIMOOKOT0 PO3yMiHHSL.
1 6. — cTymeHT HamaraBcsi BUKOHATH 3aBJIAHHS, aje BIAMOBIAI MICTATh MOMWJIKH M MOTpeOyIOTh
KOPEeKIIi.
Kpurepii oninioBaHHA IHIMBITyaJBLHIX POOIT (IPOEKTIB)
20 6. — 3aB/aHHs BUKOHAHO MOBHICTIO, 0€3 YKOJHOT TIOMIJIKH; 3BIT MPABUILHO W aKypaTHO OQOpMIICHUH,
BiJIOBi/i ITOBHI, JIOT14HI Ta apryMEHTOBAHI.
19 0. — yci 3aBaHHs BUKOHAHI, ane € 1—2 HecyTTeBi HETOYHOCTI y BiANOBIASIX YM 0(OPMIICHHI.




18-15 6. — BUKOHaHO OiNBIIICTh 3aBJaHb MPABHIBHO, 3BIT 3araioM o()OpMIICHUI HaJIeKHO; HAasBHI OKpeMi
MMOMMJIKH Y 3MICTi a00 ApiOHI HEOIIKU B CTPYKTYpi/0hopMIICHHI.

4-13 0. — 3aBgaHHs BUKOHAHI YaCTKOBO, BIJMOBi/I MICTATH CYTTEBI HETOYHOCTI YM HETIOBHOTY; y 3BITi €
MTOMIJIKY B opOpMIICHHI a00 Opakye apryMeHTallii.

12-10 6. — BUKOHAHO TIOJIOBHHY UM TPOXH O1JIbIIIC 3aBJIaHb, BIAMOBI/II YaCTO HEMPABUIILHI a00 MOBEPXOBI;
3BIT Ma€ TIOMITHI HEJIOJIKH y 3MICTi Ta CTPYKTYPI.

9-7 6. — 3pobaeHo cnpoOy BUKOHATH OUNBLIICTH 3aBJaHb, IPOTE OUIBIIICTh BiNOBiJeH HenpaBUIBHI abo
HETIOBHi; 3BIT 0opMiIeHO HOpMalIbHO, 13 3HAYHUMH MTOMHJIKAMH.

6—4 0. — 3aBmaHHSA BHMKOHAHI 4aCTKOBO, IPaBUJIBHMX BIiANOBiAel HebaraTo; 3BIT Maibke HE BIiAMOBigae
BUMOTaM 0popMITeHHS.

3—1 6. —3po0IieHO NHIe CHMBOJIIYHY CIPOOY BUKOHATH 3aBAaHHS; BiAOBIIi B OCHOBHOMY HEMPaBUIIbHI; 3BIT
o opMIICHO BKpai ciadKo.

0 6. — 3aBHaHHS HE BUKOHAHO, 3BIT BiJICyTHIH.

[Ixajna oniHIOBAHHSA

ECTS Baan 3micr
A 90-100 Be3ﬂoraH§a MiJTOTOBKA B ITUPOKOMY
KOHTEKCTI
B 80-89 IToBHi 3HaHHSA, MII[HI BMiHHS
C 70-79 Xopolili 3HaHHS Ta BMIHHS
D 65-69 3a70BiIbHI 3HAHHS, CTEPEOTUITHI BMIHHS
E 60-64 B.I/IKOHaHH.‘}I MiHIMAJTBHHX BUMOT
TiSUTBHOCTI B CTAHJIAPTHUX YMOBaX
FX 35-59 CnaOxki 3HaHHS, BIICYTHICTb YMiHb
F 1-34 HeoOxianuii moBTOpHUIT KypC
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